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Internet censorship in the People's Republic
of China

Atushi KAMIYA
Konomu DOBASHI

This paper describes Internet censorship in the People's Republic of China.
We investigated their current state, history, legal controls, and technology.

The Chinese Government is carrying out Internet censorship, and recently,
it has frequently been announced in the media the specific sites that China
cannot visit. Censorship of Internet information is against the freedom of speech,
and it is considered an antisocial act, but the actual state is not exactly clarified.
Therefore, to clarify and examine the actual state of Internet censorship in China
is extremely important not only for China but also other countries.

First, to examine the current state of Internet censorship in China, we
investigated what kinds of sites were blocked or unblocked. As a result, it
turned out that Falun Gong, Taiwan independence, Tibet independence, some
overseas news sites, and other controversial sites were often blocked by the
Chinese Government. Also, we have uncovered Internet censorship in China
that was planned since 1996, which was the same time that Internet access
became widespread in China.

The Chinese Government has established multiple pieces of legislation
related to Internet censorship. This legislation divides into law, administrative
regulation, and administrative rule. Based on this legislation, the Ministry of
Public Security and the Propaganda Department of the Communist Party of
China watch over the Internet in China. The Internet censorship system in
China is called the “Great Firewall ; ” this system turned out to be made up of

IDSs (Intrusion Detection Systems) and routers from Cisco Systems.



There are many reactions from domestic and foreign people regarding Internet
censorship in China. ICT companies, such as Microsoft, Google, Yahoo!, and
so forth have been criticized by the media because they have cooperated on all
points with the Internet censorship system of the Chinese Government. On
the other hand, the censorship has experienced resistance on a large scale. One
of the typical methods is to use what is termed a “proxy” server. Others use
software which breaks through the censorship system, or mirror sites
(. e., fakesites) run by avolunteer out of China, etc. Some universities have
developed software which breaks through the Internet censorship system in
China.

Lastly, we discussed the options for the future and possibilities of the Internet
policy in China. In addition, we suggested that there is a chance that China will

establish the freedom of speech in the near future.



